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Demonstrating Junos Pulse L3 VPN on Android

In order to demonstrate VPN capabilities in the latest release of Junos Pulse three things are required:

1. The Android Debug Bridge - part of the Android SDK.

2. A working USB connection to the Droid2.

3. Junos Pulse for Android, version 2.1.2.11633.

Android Debug Bridge (adb) is a command line tool that lets you communicate with a connected Android-powered device. It is a

client-server program that includes three components:

    A client, which runs on your PC. You can invoke a client from a shell by issuing an adb command. 

    A server, which runs as a background process on your PC. The server manages communication between the client and the adb daemon

running on a device.

    A daemon, which runs as a background process on a device.

You can find the adb tool in <sdk>/platform-tools/.

When you start an adb client, the client first checks whether there is an adb server process already running. If there isn't, it starts the

server process. When the server starts, it binds to local TCP port 5037 and listens for commands sent from adb clients—all adb clients

use port 5037 to communicate with the adb server. 

**Disclaimer** I do not accept responsibility for rooting and bricking your phone by issuing the wrong

commands. 

This document assumes that your device is rooted - rooting is easy to do but things can happen that potentially could damage the

ROM.  Z4ROOT, a one step application, was used to root the subject Droid2.  
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Download and Install MediaLink and the Motorola USB drivers for PC

Open your browser and navigate to the Motorola web site.

http://www.motorola.com/Consumers/US-EN/Consumer-Product-and-Services/Software

Select Motorola MediaLink for Windows and install the application.  This will also install the Motorola USB drivers on your PC.
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Download and Install the Android SDK

Open you browser and navigate to the Android Developers site:

http://developer.android.com/sdk/index.html

Here's an overview of the steps you must follow to set up the Android SDK:

    1. Prepare your development computer and ensure it meets the system requirements.

    

    2. Install the SDK starter package from the table above. (If you're on Windows, download the installer for help with the initial setup.)

   

To get started, download the appropriate package from the table above, then read the guide to Installing the SDK.

    3. Make a folder on the root of your 'c' drive named android (mine is c:\androidSDK and is the path Ill use in this guide). 

    4. Extract the contents of the zip file then navigate through the extracted file 1 level until you see the following files: add-ons,

platforms, tools, SDK readme, and SDK setup. 

    5. Copy all those files into the c:\androidsdk folder.

UPDATE: If it says adb not found or something similar, download the ADB files and extract them into the Tools folder of the SDK

(they were taken out by Google in the R08 version for some reason and need to be put back).

Download and Install the tun.ko Tunnel Interface Driver

Search the internet for the tun.ko driver that is known to work. (Droid2 tun.ko file is available at:

https://matrix.juniper.net/docs/DOC-79083)

Copy this file to the root of the SDCARD of the device.  
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**See the Appendix for how you can do this easilly using the adb.

Connecting to and Testing the ADB Shell Connection

On your Droid2 navigate to: settings>applications>developement and select usb debugging as this allows for the shell to interface

with your phone. 

Plug in your Droid2 with the usb cable provided with your phone and wait for drivers to load. 

Then on your computer hit start and type "cmd" (without quotes) in the search box (vista/7) or select run and type cmd (XP) then hit

enter. You now have a virtual MS DOS window open type the following (each line is its own command and hit enter after typing each

line):   

> cd\

> cd androidsdk\tools

> adb devices

This should come up with your devices serial number and show that the connection is ready to be initiated. 

Running the ADB Shell

Type the following to enter the ADB shell (each line is its own command and hit enter after typing each line):

> adb shell
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You should now see a "$" (no quotes) and that signifies that you have the adb shell up and running. You're now able to issue commands

to your phone over your PC.

Type "id' to see if you are in superuser mode.  If not, type "su" to enter superuser mode.  You should get a "#" prompt.

Now, type "lsmod" to see if you have a tun interface.  # lsmod
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Another way to see this interface is to issue the "ls –l /dev/tun*" command  # ls –l /dev/tun*
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Install Junos Pulse for Android from the Market

If Junos Pulse is already installed, uninstall it.

Navigate to the Android Market and search for Junos Pulse, install the allplication accepting permission requests.  Launce Junos Pulse.

Select Connections:
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Select Add Connection
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Give the connection a name  Example: Juniper Networks Intranet

Input the URL of the SA/MAG:  Example: svl-pulse.juniper.net/mobile

Select Save
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Connect to the Intranet by selecting Connect
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Enter your login ID and SecureID pin and passcode.
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You will now be connected to the SA/MAG and a full Layer 3 tunnel will be established.  This can be verified by the Pulse icon at the

top of the screen and through the Status screen.  Select Status
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Now, test the connection to an Intranet resource.  Lets use http://www-int.juniper.net.  Open the standard browser and navigate to the

Intranet Page's URL.
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Appendix A - Other ADB and Shell Commands

There are other useful commands that you can use to see the status of the devices.  Here are a few that can be used for configuration and

troubleshooting purposes.

Querying for Devices
> adb devices
Here's an example showing the devices command and its output:
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Installing an Application
You can use adb to copy an application from your development computer and install it on adevice. To do so, use the install command.

With the command, you must specify the path to the .apk file that you want to install:

> adb install <path_to_apk>

Copying Files to or from a Device 
You can use the adb commands pull and push to copy files to and from a device. Unlike the install command, which only copies an .apk

file to a specific location, the pull and push commands let you copy arbitrary directories and files to any location in a device.

To copy a file or directory (recursively) from the device, use:

> adb pull <remote> <local>

To copy a file or directory (recursively) to the device, use:

> adb push <local> <remote>

In the commands, <local> and <remote> refer to the paths to the target files/directory on your development machine (local) and on the

device (remote).

Here's an example:

> adb push foo.txt /sdcard/foo.txt

In some cases, you might need to terminate the adb server process and then restart it. For example, if adb does not respond to a

command, you can terminate the server and restart it and that may resolve the problem.

To stop the adb server, use: 
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> adb kill-server
You can then restart the server by issuing any adb command or use:

> adb start-server
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